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Important 

 Gloucestershire County Council’s Internal Audit function conforms to the 
International Standards for the Professional Practice of Internal Auditing. 
 

 The information contained within this audit report is confidential and personal data herein 
is subject to data protection legislation. 
 

This report has been prepared solely for the use of Gloucestershire County Council’s auditors 
and those officers and Members named on the distribution list.  Its contents, either in part or in 
its entirety, must not be reproduced or distributed to anyone other than its intended recipients 
without the written permission of the Council’s Chief Internal Auditor. 

Gloucestershire County Council accepts no liability to any third party for any loss or expense 
arising from their reliance on any part of this report.

To:  Jon McGinty  Commissioning Director 

Wayne Bowcock Chief Fire Officer 

Paul Blacker  Acting Director – Financial Services 

Mandy Quayle Acting Director HR and Digital 

 
Copy:  Jane Burns  Director: Strategy and Challenge / Monitoring Officer  
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Executive Summary 

Introduction 
 
On 15th June 2018 a letter of complaint was sent by email to the Leader of the Council. There 
were three strands to the complaint, one concerned the sale of a Gloucestershire Fire and 
Rescue Service (GFRS) owned vehicle and the former Chief Fire Officer’s (CFO) involvement in 
the process. The other two concerns were regarding staffing issues. It was agreed that Internal 
Audit (IA) would investigate the sale of the vehicle and Human Resources (HR) would review 
the remaining two concerns, which are included within the management review of culture. 

Shortly after commencing the investigation, numerous whistleblowing allegations and Freedom 
of Information requests in respect of other concerns relating to GFRS governance 
arrangements, procedures, systems and processes were received. As a result, following IA 
review, research, analysis and interviews with key stakeholders including relevant GFRS 
Officers, IA co-ordinated the findings and made a number of GFRS-specific and council-wide / 
cross-cutting recommendations to undertake detailed reviews/audits within each area to 
determine the level of risk. These reviews/audits are outlined in the Action Plan presented to the 
Audit and Governance Committee on 12th October 2018. Progress updates against each 
review/audit included within the Action Plan will be provided to the Audit and Governance 
Committee. 

The purchase of goods and services should comply with Gloucestershire County Council’s (the 
Council) Contract Standing Orders, Financial Regulations, Accounting Instructions, and the 
European Union (EU) procurement regulations to ensure value for money, fair competition and 
transparency.  All tendering exercises for goods and services must be conducted electronically 
through the Council’s e-procurement system. Those involving quotations, i.e. under £75k spend, 
should also be carried out using the e-procurement system. 

Purchase Orders for expenditure should be raised through the Council’s financial system SAP. 

Procurement card expenditure is exempt from the need to raise official orders and thus 
represents a convenient and cost effective way to make low-value purchases. However, all 
purchases must fully comply with the Council’s policies.  Between April 2015 and December 
2018 six procurement cards had been issued to GFRS Principal Officers, Data Co-ordinator, 
Workshops Manager and Stores Officer.  The total value of procurement card purchases during 
this period was approximately £150,000. 
 
Audit Scope 
 
The objective of this audit was to review GFRS procurement card transactions, general 
expenditure and procurement processes during the period 2015-16 to 2018-19, to provide 
assurance that appropriate systems and controls are in place and operating in practice. 
Specifically to ensure that: 
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Procurement cards 

 Procurement cards are issued to authorised officers who have been appropriately trained 
and the security of the personal identification number (PIN) and cards are maintained; 

 Financial limits and merchant category group restrictions have been appropriately set to 
individual procurement cards and have been approved; 

 Financial transactions are made in accordance with Council policies, supported by 
genuine receipts and have been correctly and promptly reconciled / authorised; and 

 Value Added Tax (VAT) has been correctly accounted for on financial transactions in 
accordance with Council policy. 

 
General expenditure 

 Expenditure is in accordance with Council and local policies and procedures supported 
by supplier receipts, for valid business purposes, and have been correctly authorised. 

 
Procurement 

 Expenditure has been subject to the Council’s Contract Standing Orders, Financial 
Regulations, Accounting Instructions and EU procurement regulations.  

 
The results of Internal Audit’s review of general expenditure and procurement will be reported 
separately to this audit report. 
 
Key Findings 
 

Strategic Finance is responsible for and owns the procurement card process with support from 
Business Service Centre (BSC).  In addition a Code of Practice has been drafted by Strategic 
Finance which all procurement cardholders must sign as evidence that they will comply with the 
stated 15 conditions / requirements. 
 
The GFRS Assurance Statement 2017-18 was approved by the former Chief Fire Officer and 
Deputy Chief Fire Officer in February 2018, which confirmed that the Service was compliant with 
the governance principle ‘F’: Managing risk and performance through robust internal control, 
strong public financial management, and managing data appropriately.  Internal Audit test 
results have however highlighted that the expected controls are not operating effectively and 
therefore management’s assurance statement was providing false positive assurance in relation 
to the management, oversight and use of procurement cards.  
 
In addition all six officers that had been issued with a procurement card during the period of the 
audit had signed the Code of Practice confirming that they will comply with all the conditions / 
requirements for the use and security of the card.  However, Internal Audit test results have 
highlighted cases of non-compliance with the Code of Practice such as: 

 The procurement cardholder has given their card to another officer to use and divulged 
their PIN or have not securely held the PIN (see finding one below); 

 Single transactions limits applied to individual procurement cardholders have been 
circumvented by splitting the payment into two transactions (see finding two below); and 

 Expenditure may not be all for legitimate business purposes (see finding four below). 
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Internal Audit has established through discussions with GFRS officers involved in the 
procurement card process, BSC and Strategic Finance that initial training provided to GFRS 
officers has not been effective and complete as the online tutorials have not been operational 
for sometime.  In addition reliance has instead been placed on GFRS officers already involved 
in the procurement card process to train new staff in the process, which has proven to be 
inadequate (see finding one below). 
 
The Council documented guidance at the time of this audit on the use and operation of the 
procurement cards and processes is not considered by Internal Audit to be detailed or complete 
to fully explain each officer’s relevant role and responsibility (see finding three).  This may 
therefore have contributed to some of the issues that have been identified by Internal Audit such 
as: 

 Procurement card expenditure authorisers do not confirm valid VAT invoices are 
obtained or that invoices that are received are reviewed and checked against the 
expenditure to confirm appropriate, legitimate, etc.; 

 At least 51 transactions were not supported by an invoice.  In addition there was a lack of 
information recorded by the procurement cardholder / reconciler on invoices or other 
supporting documents to fully explain the purpose of travel, accommodation, food and 
drink where appropriate including who the attendees were.  The invoice or supporting 
document should ‘stand on its own’ to fully explain the expenditure for management and 
external bodies such as external audit, Her Majesty’s Revenue and Customs (HMRC), 
etc. without the need to refer back to cardholders / reconcilers and personal diaries; and 

 All expenditure relating to Principal Officers during the period of this audit (former Chief 
Fire Officer, Deputy Chief Fire Officer and previous Assistant Chief Fire Officer) have 
been incorrectly analysed to the default expenditure account in SAP, e.g. 
accommodation has been posted to the SAP general ledger account, Furniture, 
Equipment and Tools, etc. 

 
In addition the following items of expenditure (examples selected are all in excess of £50) may 
not be classed as appropriate legitimate business expenditure: 

 The former Chief Fire Officer personal professional fees subscriptions were paid for the 
period April 2015 to May 2018 totalling £1,753, although £210 was later reimbursed in 
July 2018 for a 2018-19 subscription after he had resigned. The payment of professional 
fees to staff was removed when terms and conditions were reviewed in 2013. There are 
a few areas within the Council where fees are still paid e.g. where it is a requirement for 
someone to be able to practice such as Lawyers, however this was subject to a business 
case being written and approved by the Corporate Management Team. 

 The former Chief Fire Officer attended in January 2016 a Scottish Fire and Rescue 
Service Burns night charity event.  The costs of the flights, car park, accommodation 
(included above) and car hire totalling £400 were paid on his procurement card; and 

 The former Chief Fire Officer has purchased on his and other officers procurement cards 
approximately £1,300 of medals, ribbons and lapels during the audit period. 

 
(Please see finding four and five below for further detail on transactions identified). 
 
The GFRS Group Manager – Budget Management at the time was responsible for authorising 
all Principal Officers procurement card expenditure, but as already noted this did not involve a 
review and checking of invoices and amounted to little more than administrative processing.   
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Internal Audit believes that to ensure there is effective challenge of expenditure and avoid any 
undue influence, the role of authoriser for current Principal Officers should be performed by the 
next management level up to the procurement cardholder and / or an appropriate independent 
senior member of staff (see finding five below). 
 
Internal Audit discussions held with procurement cardholders and expenditure authorisers 
established that they were unaware of the process for claiming VAT on expenditure despite 
clear guidance i.e. Financial Guides and Manuals being available on the Council’s intranet 
Staffnet.  As a result, no VAT has been claimed for the audit period, which has increased costs 
for GFRS and the Council.  A review of Principal Officers procurement card expenditure for the 
audit period highlighted that approximately £600 VAT could have been claimed, but a further 
£600 could not due to a lack of valid VAT invoices (see finding seven below). 
 
The Council operates the ‘three lines of defence’ model to monitor and provide assurance to 
senior management on the organisation’s risk management framework and control environment.  
The Service area, in this case GFRS, provides the ‘first line’ and should have implemented a 
checking / validation / verification process, and Strategic Finance would operate as the ‘second 
line’ as they provide the oversight function for procurement cards.  However, there was no 
evidence that sample checks of procurement card expenditure and regular reviews of 
unauthorised transactions were performed by Strategic Finance for the audit period.  For 
information, the third line of defence represents Internal Audit, External Audit, HMRC, etc. 
 
A new procurement card provider and system has recently been commissioned by Strategic 
Finance and is now being rolled out to all procurement cardholders and officers involved in the 
process.  Internal Audit has supported Strategic Finance by providing advice and contributed to 
the revised guidance being issued to cardholders.  This new procurement card system should 
provide, in Internal Audit’s opinion from discussions with Strategic Finance and a brief 
walkthrough of the system, an improvement in the control framework subject to officers 
effectively complying with their roles and responsibilities. 
 
Conclusion 
 
The results of Internal Audit fieldwork and discussions with appropriate officers established that 
procurement cardholders have not complied with all of the rules and conditions stipulated in the 
Code of Practice that they signed up to.  
 
In addition the assurance provided by the former Chief Fire Officer and Deputy Chief Fire Officer 
in the Fire Assurance Statement 2017-18 that GFRS were compliant in the management of risks 
and performance through robust internal control, strong public financial management and 
managing data appropriately is not compatible with the procurement card process followed as 
identified by this review.  
 
The lack of effective initial training and guidance may have contributed to some of the issues 
identified by Internal Audit.  In addition, there was also an absence of effective oversight and 
monitoring of procurement card usage by Principal Officers and Strategic Finance during the 
audit period to ensure the control environment was operating in a proper manner and that 
improper usage and processes were promptly identified and appropriate action taken. 
 
Internal Audit has raised seven high and one medium priority recommendations to improve the 
control environment. 
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Audit Opinions on Risk Management and Control 

The Public Sector Internal Audit Standards require Internal Audit to provide an independent 
opinion on the adequacy and effectiveness of the risk identification processes which 
management has put in place within the area under review, and a sound framework of controls 
is in place to sufficiently mitigate those risks. This opinion feeds into the Chief Internal Auditor’s 
annual opinion on the overall adequacy and effectiveness of the Council’s governance, risk 
management and control environment, which supports the Annual Governance Statement.  

Each report will provide a statement on the levels of assurance that can be given within these 
two areas, evaluated by applying the following criteria:   
 

Assurance 
Levels 

Risk Identification Maturity Control Environment 

Substantial Risk Managed 

Service area fully aware of the risks relating to the area 

under review and the impact that these may have on service 

delivery, other services, finance, reputation, legal, the 

environment, client/customer/partners, and staff. All key risks 

are accurately reported and monitored in line with the 

Corporate Risk Management Strategy. 

 System Adequacy – Robust 

framework of controls ensures 

that there is a high likelihood 

of objectives being achieved 

 Control Application – Controls 

are applied continuously or 

with minor lapses 

Satisfactory Risk Aware 

Service area have an awareness of the risks relating to the 

area under review and the impact that these may have on 

service delivery, other services, finance, reputation, legal, 

the environment, client/customer/partners, and staff, 

however some key risks are not being accurately reported 

and monitored in line with the Corporate Risk Management 

Strategy. 

 System Adequacy – Sufficient 

framework of key controls for 

objectives to be achieved but, 

control framework could be 

stronger 

 Control Application – Controls 

are applied but with some 

lapses 

Limited Risk Naïve  

Due to an absence of accurate and regular reporting and 

monitoring of the key risks in line with the Corporate Risk 

Management Strategy, the Service area has not 

demonstrated an adequate awareness of the risks relating to 

the area under review and the impact that these may have 

on service delivery, other services, finance, reputation, legal, 

the environment, client/customer/partners and staff.   

 System Adequacy – Risk of 

objectives not being achieved 

due to the absence of key 

internal controls 

 Control Application – 

Significant breakdown in the 

application of control 

 
Taking account of the issues identified in this audit, in our opinion, limited assurance can be 
provided that the risk identification arrangements operating within the area reviewed are 
operating as intended.  Limited assurance can be provided that these risks which are 
considered to be material to the achievement of the services objectives for this area under 
review are adequately managed and controlled. 
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Appendix A – Action Plan and Management Response 

This section contains the findings for each audit objective 
along with any recommendations made by Internal Audit to 
strengthen the control environment. The recommendations 
are categorised as follows: 
 

 
Overall Management Response 
 
This audit relates to an old solution, which is no longer active or available to the majority of card holders. It addresses many of the issues 
already identified which is why a new solution has been procured trialled and recently rolled out to existing cardholders.  Our main reasons for 
changing the solution were to: 
 

 Improve the robustness of the authorisation process; 

 Improve transparency over card expenditure; 

 Exercise better central control over what could be transacted using cards; 

 Ensure a full audit trail of all expenditure is recorded and available for inspection, including authorisation; 

 Improve the security of p cards and their usage; 

 Re-establish central control over single transaction limits, monthly expenditure limits and the types of expenditure which can be 
transacted on a procurement card; 

 Improve the quality of supporting evidence for all expenditure and VAT transactions and make receipts / invoices available to the 
authoriser prior to their authorisation. VAT receipts and invoices need to be available for inspection by strategic Finance and audit;  

 Improve the VAT reclamation process and recover more VAT as a result; 

 Ensure that any ambiguity related to cardholder and authoriser responsibilities is removed. (Individuals need to be clear about what is 
expected of them and by when); 

 Improve the management information in terms of quality of content and timeliness of availability within SAP and the supplier portal; and 

 Improve the quality of training related to procurement card activity.  
 
We welcome this review and comment that the new solution recently implemented is already addressing most the recommendations made.  
 
 

Priority Description 

High Critical/Major risk exposure which materially impact on the assets, 
reputation, service delivery and objectives of the organisation.  

Medium Moderate risk exposure that impacts on the assets, reputation, 
service delivery and objectives of the organisation. 
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Objective: Procurement cards are issued to authorised officers who have been appropriately trained and the 
security of the personal identification number (PIN) and cards are maintained.  

Finding one 
 
Training 
Internal Audit discussions with the Council’s BSC established that the online tutorials for procurement cardholders / reconcilers and 
authorisers have not been operating for sometime.  As a result the recommended BSC approach was for officers involved in the procurement 
card process to train new officers who were subsequently assigned a procurement card role.  Confirmation of the training for cardholders was 
then logged by the BSC on the individual’s procurement cardholder checklist.  However, a review of the GFRS checklists identified the 
following: 

 No checklist for one of the cardholders; 

 No record of training recorded against another cardholder; and 

 The checklist for a cardholder stated that confirmation that training had taken placed was chased on 7th August 2017, however there are 
no further details to confirm training was given.   

 
Discussions by Internal Audit with the GFRS officers involved in the procurement card process established that they believed the training 
provided was limited and inadequate.   
 
A new procurement card provider was commissioned during 2018-19 and rollout of the card and system to all procurement cardholders is 
currently being implemented by Strategic Finance.  Training is being provided by Strategic Finance to the procurement cardholders / 
reconcilers on the operation of the new system and guidance is to be issued to authorisers. 
 
Security of procurement card and PIN 
Internal Audit established from its review of procurement card expenditure and discussions with three procurement cardholders / reconcilers 
that the security of their card and / or PIN was not secure as follows: 

 The Personal Assistant to Principal Officers advised Internal Audit that the former Chief Fire Officer, Deputy Chief Fire Officer and the 
Assistant Chief Fire Officer had provided her with their procurement cards to enable her to make purchases on their behalf or for use on 
other general items of expenditure.  In addition the Data Co-ordinator and Stores Officer confirmed that they had also released their 
card to other officers on occasions (see recommendation four below); 

 The Workshops Manager still retained the letter from the procurement card provider detailing the PIN, which was filed with the invoices 
and stored in a unlocked cabinet in an open plan office; 

 The Data Co-ordinator advised that she was not aware of the PIN and believed that she had not been provided details of it; and 

 The Stores Officer advised that she had divulged the PIN to at least one other officer. 
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The above is in contravention of the requirement (i) of the Code of Practice, signed by all procurement cardholders when issued with the card 
as agreement that they will comply with the Code; ‘I understand that as the named cardholder, I am fully responsible for the use of the card. I 
agree to take all reasonable precautions to prevent unnecessary disclosure of information relating to the card and to keep it secure at all times.  
I agree not to share my card or divulge card details to another individual or to use another person’s card’. 
 

No. Recommendation Risks Agreed Action 

1 (H) GFRS Procurement cardholders and 
authorisers should obtain appropriate training 
and be fully advised of the use of 
procurement cards, security arrangements 
and the expected verification checks so that 
they are reminded of and made fully aware of 
their expected roles and responsibilities. 

Non-compliance with Council policies and 
legislation (including data protection) 
resulting in the loss of commercial 
integrity, financial irregularities, penalties / 
fines from the regulator and reputational 
damage. 
 
Procurement cards and PIN are not held 
securely resulting in financial 
irregularities. 

As part of implementing the new solution 
training has been provided to all cardholders 
with specific instruction on responsibilities 
regarding security/ VAT related 
documentation requirements, expected 
verification and authorisation checking.  
 
All cardholders have signed for receipt of 
their card and they agree and understand the 
policy (including understanding legitimate 
allowable expenditure, transaction and 
monthly limits allowable and the need for 
security of the card at all times). They have 
also confirmed that they have a good 
understanding of their responsibilities when 
using the new solution. 
 
An authorisation training and guidance video 
has been developed for authorisers.  The 
plan is to deliver the agreed format to 
authorisers during the next few weeks. In the 
short term Strategic Finance will authorise 
the transactions. 
 

Person Responsible Due Date 

Cardholder training. 
Finance Officer, 
Strategic Finance 

 
6th March 2019 
(complete) 
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No. Recommendation Risks Agreed Action 

Authoriser training 
rollout. 
Finance Manager, 
Strategic Finance 

 
 
31st May 2019 

 

Objective: Financial limits and merchant category group restrictions have been appropriately set to individual 
procurement cards and have been approved.  

Finding two 
 
A review by Internal Audit of all procurement card expenditure for the period April 2015 to December 2018 against the cardholders approved 
single transaction financial limits highlighted the following: 

 The Workshops Manager and Data Co-ordinator cardholders had on a number of occasions broken the payment or invoice into smaller 
amounts to ensure their single transaction limit was not exceeded; 

 The Data Co-ordinator and Deputy Chief Fire Officer exceeded their single transaction limit as per BSC records on at least one 
occasion and there was no documentary evidence retained by the BSC confirming a temporary financial increase had been applied; 
and 

 The Data Co-ordinator advised that she was not aware that there was a single transaction limit for the card. 
 
The above is in contravention of the requirement (m) of the Code of Practice, signed by all procurement cardholders when issued with the card 
as agreement that they will comply with the Code; ‘I agree to observe my credit limit at all times’. See recommendation two below. 
 
The Workshops Manager’s single transaction limit of £500 was temporarily increased to £1,000 in March 2017 as supported by a memo 
drafted by BSC and held on their records.  However, there is no expiry date to the increase or evidence of follow-up by BSC with GFRS 
management to either withdraw the increase or confirm permanence.  Therefore the temporary increase still remains at the point of this audit.  
 
All cardholders’ individual monthly total financial limits were not exceeded during the above period of Internal Audit review. 
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Objective: Financial transactions are made in accordance with Council policies, supported by genuine receipts 
and have been correctly and promptly reconciled / authorised.  

Finding three 
 

Guidance on the use of procurement cards and the reconciliation and authorisation of the expenditure through the Council’s accounting 
system has been documented on the Council’s Staffnet, Financial guides and manuals.  In addition the Code of Practice, signed by the 
procurement cardholder, details specific requirements that the cardholder must comply with in the use of the card.  However, there was a lack 
of detail to fully explain the expected role and responsibility of the reconciler, authoriser of procurement card expenditure, retention of 
completed Purchase Card Expenditure Request forms and invoices. 
 

In addition Accounting Instructions on overnight accommodation for business purposes was not fully clear to specify what was acceptable for 
price and quality of the hotel, i.e. star rating.  However, Home Office guidance for Fire and Rescue Services states that ‘a key restriction is that 
the expenditure should be for business purposes and agreed in advance.  In addition value for money and best use of public funds should be 
applied and therefore lower priced suitable accommodation should be used’.  There was no stated explicit limitation on star standard of hotel 
accommodation. 
 

Discussions by Internal Audit with the three procurement card authorisers established that they did not review / check the expenditure back to 
invoices to confirm appropriate use of public money and in accordance with the Council’s policies, before authorising.  Instead the following 
checks were undertaken: 

 The Finance and Compliance Manager advised that she placed reliance on the reconciler to verify the expenditure to invoices and 
therefore she reviewed for reasonableness; 

 The Head of Civil Protection Team, Business Planning, Performance and Communications advised that she reviewed the list of 
expenditure requiring her authorisation for reasonableness; and 

 The Head of Technical Services advised that he would discuss the list of expenditure requiring his authorisation with the procurement 
cardholder to understand their purpose and for reasonableness.  

 

No. Recommendation Risks Agreed Action 

2 (H) Strategic Finance should update the 
procurement card procedural instructions / 
guidance so that procurement cardholders, 
reconcilers and authorisers are fully made 
aware of their responsibilities, in particular it 
should highlight, but not limited to, the 
following: 

Non-compliance with Council policies and 
legislation resulting in the loss of 
commercial integrity, financial 
irregularities, penalties / fines from the 
regulator and reputational damage. 
 
 

Procurement card instructions and guidance 
have been updated as part of the roll out of 
the new p-card solution. 
 
 
 
 



Gloucestershire County Council - April 19 

 

010605/19/006: GFRS Procurement v2 Final 
OFFICIAL 

11 

 

No. Recommendation Risks Agreed Action 

Procurement cardholders 

 Procurement cards should be kept 
secure at all times and never given out 
to anyone; and 

 PIN’s notification from the procurement 
card provider should be destroyed on 
receipt, PIN retained securely and 
never divulged to anyone. 

 Valid VAT invoices / receipts should be 
obtained in all cases or in exceptional 
cases where this is not possible an 
appropriate explanation recorded; and 

 The reason for details of travel, 
accommodation or any subsistence 
should be documented on the receipt / 
invoice including the names of those 
the expenditure relates to. 

 

Authorisers 

 Authorisers should review / check 
invoices to confirm: 
- Valid VAT receipts / invoices have 

been obtained; 
- They represent legitimate and 

appropriate business expenditure 
which is in accordance with the 
Council’s rules and regulations; 

- Payments or invoices have not 
been split to avoid breach of the 
cardholder’s financial limit; 

- Correctly coded (cost centre and 
general ledger account number); 
and 

Inappropriate use of procurement cards 
resulting in fraudulent activity / misuse, 
financial loss and reputational damage. 
 
Inappropriate expenditure resulting in 
financial losses and adverse publicity. 
 
VAT on purchases has not been correctly 
accounted for resulting in increased costs 
to the Council as a result of under/over 
claiming of VAT and potential penalties / 
fines from HMRC. 
 
Value for money is not achieved. 
 
Non compliance with the seven Principles 
of Public Life. 

The training delivered to new card holders 
clearly highlights their responsibilities and the 
authority’s expectations with regard to their P 
card activity. Particular attention was paid to 
the security of cards in this training 
explaining that security of PIN information 
and the physical security of the card are of 
paramount importance. In addition to this the 
sign off routine includes the P card policy 
which covers all aspects of card security. All 
relevant GFRS personnel have signed this 
acceptance. 
 
Strategic Finance are in the process of 
updating Staffnet pages with the revised 
policy document. 
 
Authorisers will be provided guidance and 
training related to the authorisation process. 

Person Responsible Due Date 

Staffnet update. 
Finance Officer, 
Strategic Finance 
 
Authoriser training 
rollout. 
Finance Manager, 
Strategic Finance 

 
30th April 2019 
 
 
 
 
31st May 2019 
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No. Recommendation Risks Agreed Action 

- VAT has been correctly claimed.  
 

Once rollout of the new procurement card and 
system to all procurement cardholders has 
been completed the Staffnet procurement 
card financial guide should be fully updated. 

 
 

No. Recommendation Risks Agreed Action 

3 (H) Strategic Finance, with support from Human 
Resources, should fully determine the 
Council’s policy relating to overnight business 
accommodation specifically in relation to the 
cost / quality of accommodation including any 
other associated costs to ensure appropriate 
use and value of public money.   
 
Specific guidance should then be published 
so that all staff are fully aware of the Council’s 
policy and their individual responsibilities 
when booking accommodation and any 
associated expenses. 
 

Inappropriate use of procurement cards 
resulting in fraudulent activity / misuse, 
financial loss and reputational damage. 
 
Value for money is not achieved resulting 
in increased costs to the Council. 
 

The existing arrangements allow for 
“reasonable” business expenses to be 
claimed. This allows for an element of 
manager discretion.  
 
The policy will be updated to reflect that 
allowable business expenses should be 
agreed in advance, represent value for 
money and best use of public funds and 
lowest price suitable accommodation and 
meals should be sought (no alcohol). 
 
The need for obtaining and retaining VAT 
receipts is also covered. The recently revised 
and redrafted Accounting Instruction 8 (to be 
published) provides more detail on travel and 
subsistence expenses. Travel and 
accommodation expenses are often 
purchased using P cards and this is 
acceptable practice within GCC providing the 
expenses are reasonable and justifiable and 
have been fully authorised by the budget 
holder. 
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No. Recommendation Risks Agreed Action 

Having sought HR advice they have 
confirmed that it is acceptable for travel and 
accommodation to be purchased via a 
Purchase card. The HR policy on business 
related expenses was updated in August 
2018 and does make provision for the 
Council to pay for travel and accommodation 
in advance of departure. 

Person Responsible Due Date 

Finance Manager, 
Strategic Finance 

31st July 2019 

 

Finding four 
 
Internal Audit selected a sample of 223 procurement card items of expenditure totalling approximately £70,000 for review, which highlighted 
the following: 

 Procurement card guidance states that an officer who has not been assigned a procurement card and that requires expenditure to be 
transacted using a procurement card should first obtain formal approval from the budget holder.  They should then complete the 
Purchase Card Expenditure Request form with the budget holder approval and then send to the procurement cardholder providing them 
approval to perform the transaction.  However, there have been technical issues with the form solely affecting GFRS and as a result it 
has not been used.  Although changes were made to the form during July 2018 by Strategic Finance these have not resolved the issue, 
which has recently been established as system incompatibilities between the Council and GFRS system software. Further work is being 
undertaken by Strategic Finance to correct the issue.  As a result verbal and email instructions have been accepted by the procurement 
cardholder; 

 Invoices / receipts for the period April 2015 to December 2015 for the former Chief Fire Officer and Deputy Chief Fire Officer could not 
be located by the Personal Assistant / reconciler.  The Council retention policy states that paid invoices should be retained for six years 
plus the current financial year; 

 There were 51 items of expenditure, not all included in the sample, which were not supported by an invoice; 

 There was insufficient information recorded by the procurement cardholder / reconciler on invoices or other documents that had been 
obtained to fully explain the purpose of the travel, accommodation, food and drink and where appropriate who the attendees were.  
Although Internal Audit was able, in most cases, to obtain details from discussions with the procurement cardholders / reconcilers and / 
or from a review of diaries this is not considered by Internal Audit to be a satisfactory process particularly in those cases where an 
officer has left GFRS and / or diaries have been deleted / destroyed; 
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 Procurement cards have been frequently used to pay for work and services that could have been ordered and paid through more 
appropriate methods as follows:  
- Work to vehicles including Principal Officer’s cars. 
- ICT equipment and software. 

In both the above cases the most appropriate method would have been through a contract with the supplier and payment through 
SAP.  The procurement cardholder advised that the work to the vehicles were required to be completed promptly for legal and health 
and safety reasons and that to use SAP and obtain a purchase order would have taken too long.  As regards ICT equipment and 
software the person requesting use of the card advised that it was required to obtain good value for money. 

- Overnight accommodation and subsistence (mainly relates to Principal Officers). 
Officers should pay for such expenditure and make an appropriate claim for reimbursement through the Employee Self Service 
(ESS) facility in SAP. 

- Stationery. 
There is an existing stationery contract that should have been used. 

 The majority of train travel was purchased with open ended timeframes, which is more expensive than those where specified departure 
times are selected. 

 

Examples of expenditure that may not be classed as legitimate business expense as per the Council and / or GFRS rules and regulations:  

 Personal professional subscriptions for the period April 2015 to May 2018 and totalling £1,753 have been paid.  The former Chief Fire 
Officer did repay a 2018-19 subscription of £210 in July 2018 after he had resigned; 

 Flights, car park, accommodation and car hire were purchased in January 2016 totalling approximately £400 for the former Chief Fire 
Officer to attend a Scottish Fire and Rescue Service Burns night charity event in Scotland; and 

 Medals, ribbon bars and lapels totalling approximately £1,300 for the former Chief Fire Officer has been purchased using his and other 
officers’ procurement cards.  There is no evidence that these items have been returned or that they were a justifiable business expense. 
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No. Recommendation Risks Agreed Action 

4 (H) A full review by current Principal Officers with 
support from Strategic Finance should be 
undertaken, of the use of procurement cards 
to determine GFRS requirements and 
purpose for this method of payment to 
confirm: 

 Who should be issued with a 
procurement card based on business 
requirements and to avoid cardholders 
releasing their card to other officers to 
use; 

 Purpose of the use of procurement 
cards over other methods, e.g. 
personal expenses, sundry creditors 
via SAP, etc.; and 

 Transactional financial limits that 
should apply to individual procurement 
cards. 

 
The results of the review should then be 
promptly implemented. 
 

Non-compliance with Council policies and 
legislation resulting in the loss of 
commercial integrity, financial 
irregularities, penalties / fines from the 
regulator and reputational damage. 
 
Inappropriate use of procurement cards 
resulting in fraudulent activity / misuse, 
financial loss and reputational damage. 
 
Inappropriate expenditure resulting in 
financial losses and adverse publicity. 

A review of card usage was undertaken as 
part of the decision to change card solution 
providers. One of the key criteria for 
changing providers was that the existing 
solution did not provide enough transparency 
of procurement card expenditure activity.  
 
Under the new policy and with the associated 
training it is made clear that the cards are to 
be used for small value “one off” types of 
business expenditure where the creation of a 
purchase order would be inefficient or 
inappropriate. 
 
The use of a P card is also allowable for 
emergency procurement activity (which has 
to be justified). 
 
All card holders are aware that they must not 
release their card to other officers and they 
must protect the card security at all times. 
Each card has an overall limit, an individual 
transaction limit and limits can be set on the 
type of expenditure. 
 
GFRS currently have 3 p-cards at the 
request of the new Chief Fire Officer 
 

Person Responsible Due Date 

Finance Manager, 
Strategic Finance 

31st March 2019 
(complete) 
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No. Recommendation Risks Agreed Action 

5 (H) Strategic Finance should undertake regular 
random selections of procurement card 
expenditure / use to confirm that procurement 
cards are being used in accordance with the 
Council’s policies and that VAT is being 
reclaimed.  In addition regular reviews of 
expenditure awaiting authorisation should be 
performed to ensure that there are no long 
outstanding transactions. 
 
Where instances of misuse are identified 
Strategic Finance should inform the 
appropriate officers involved in the 
procurement card process of the correct 
procedure and if the issue(s) persist or there 
is a material incident the card should be 
withdrawn and cancelled.  In addition the 
Council’s Counter Fraud team should also be 
informed. 

Non-compliance with Council policies and 
legislation resulting in the loss of 
commercial integrity, financial 
irregularities, penalties / fines from the 
regulator and reputational damage. 
 
Inappropriate use of procurement cards 
resulting in fraudulent activity / misuse, 
financial loss and reputational damage. 
 
Inappropriate expenditure resulting in 
financial losses and adverse publicity. 
 
Transactions have not been correctly 
accounted / coded resulting in irregular 
transactions being hidden and financial 
misstatements. 
 
VAT on purchases has not been correctly 
accounted for resulting in increased costs 
to the Council as a result of under/over 
claiming of VAT and potential penalties / 
fines from HMRC. 
 
Value for money is not achieved resulting 
in increased costs to the Council. 

The old solution did not facilitate easy 
checking of P card expenditure. However 
Strategic Finance sent out email reminders 
where transactions remained unreconciled. 
 
Spot checking is much easier using the new 
card system – so going forward Strategic 
Finance will undertake regular checks. 
 
Training has been given to cardholders to 
ensure that VAT is accurately coded and 
supported by official VAT receipts, which has 
improved our opportunities for reclaiming 
VAT from HMRC. GCC’s VAT specialists 
supported the training on these aspects and 
will be undertaking spot checks. 
 
Expenditure awaiting reconciliation will be 
highlighted to cardholders in weekly 
reminders. Expenditure awaiting 
authorisation will be highlighted to budget 
holders in weekly reminders. This is all 
automated through workflow. 
 
Strategic Finance P Card administrators will 
produce a weekly report on any outstanding 
transactions.  
 
Strategic Finance continues to review all 
usage of cards and if any potential misuse is 
identified the card holder is informed 
immediately to ensure this bad practice does 
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No. Recommendation Risks Agreed Action 

not continue. They are aware that continued 
misuse will result in withdrawal of the card 
and possible disciplinary action. 

Person Responsible Due Date 

Finance Officer and 
VAT specialist, 
Strategic Finance 

31st March 2019 
(complete) 

 
 
Finding five 
 
The Finance and Compliance Manager was appointed as the authoriser for all procurement card expenditure transacted through the Principal 
Officers cards.  It is good practice that the authoriser role should be at least the next management level up from the procurement cardholder to 
ensure effective and robust checks, scrutiny and independent challenge.  Therefore the current arrangement is in Internal Audit’s opinion not 
appropriate as highlighted in the test results detailed in this report. 
 

No. Recommendation Risks Agreed Action 

6 (H) To improve the control environment a fully 
independent and appropriate senior officer(s) 
should be appointed as the procurement card 
authoriser for Principal Officers to ensure that 
expenditure can be effectively scrutinised, 
verified and challenged without risk of undue 
influence. 

Inappropriate use of procurement cards 
resulting in fraudulent activity / misuse, 
financial loss and reputational damage. 
 

As part of the automated work flow 
associated with the new p-card solution all p-
card expenditure needs to be authorised by 
the budget holder whose budget receives the 
charge. 
 
In some cases the budget holder may be a 
more junior member of staff than the card 
holder – this is standard segregation of 
duties authorisation protocol where the 
cardholder is a very senior manager in the 
organisation.  
 



Gloucestershire County Council - April 19 

 

010605/19/006: GFRS Procurement v2 Final 
OFFICIAL 

18 

 

No. Recommendation Risks Agreed Action 

The budget holder has been appointed into 
this role and has received comprehensive 
training to ensure they understand their 
budget holder responsibilities. 
 
As an additional control monthly reports will 
be produced for the Chief Executive (or s151 
officer in the Chief Executive’s absence) 
showing all p-card expenditure made by his 
direct reports. This will ensure all p-card 
expenditure is effectively scrutinised and 
challenged by someone without the risk of 
undue influence. 
 
Strategic Finance will create reports for 
directors to allow for review of card 
expenditure made by their direct reports but 
reports will be restricted to the most senior 
managers in the organisation.   
 

Person Responsible Due Date 

Finance Manager, 
Strategic Finance 

30th April 2019 

 
 

Finding six 
 
A report of all procurement card transactions awaiting authorisation as at 13th February 2019 was obtained by Internal Audit and reviewed to 
confirm that there were no transactions greater than one month old.  The report highlighted that 43 transactions totalling approximately £5,000 
for the period July 2017 to May 2018 for the Stores Officer, whose card was cancelled in August 2018, had not been authorised. 
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No. Recommendation Risks Agreed Action 

7 (M) The appropriate procurement card authoriser 
should review all the identified expenditure 
awaiting approval and authorise on SAP. 

Inappropriate expenditure may not be 
promptly detected resulting in financial 
losses and adverse publicity. 
 
Financial commitments may not be fully 
known resulting in budgets being 
exceeded.  

This is standard authorisation protocol; 
however under the old solution the reminders 
for review were less frequent than under the 
new solution. The actual review was a 
manual process and required requests for 
receipts in hard copy format to undertake the 
checks appropriately.  
 
The new solution is much more user friendly 
and facilitates these checks. Card holders 
upload original authorisation requests and 
appropriate VAT receipts / invoices onto the 
portal for the authoriser to see before sign 
off. Any outstanding authorisations are 
automatically emailed to the authoriser on a 
weekly basis. 
 
Strategic Finance will review the old 
cardholder transactions and ensure they are 
reconciled and posted. 
 

Person Responsible Due Date 

Finance Manager, 
Strategic Finance 

30th April 2019 
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Objective: Value Added Tax (VAT) has been correctly accounted for on financial transactions in accordance with 
Council Policy.  
 
Finding seven 
 
VAT guidance relating to procurement card expenditure has been documented on the Council’s Staffnet which clearly states that ‘The 
cardholder must request a VAT receipt or invoice from the supplier if one has not already been sent’ and ‘It is the cardholder’s responsibility to 
obtain proper tax invoices’.  In addition, ‘monthly a VAT Recovery Request form should be completed by either the cardholder or Budget 
Manager / Budget Holder (normally the latter as they are better placed) and sent to VAT Corporate Finance along with a copy of the VAT 
receipt to enable reclaim and credit to the appropriate SAP account and cost centre’. 
 
Internal Audit established through discussions with the procurement cardholders, reconcilers and authorisers in January 2019 that they were 
not aware of the process for the reclaiming of VAT.  
 
A review by Internal Audit of all procurement card expenditure for the period April 2015 to December 2018 established that no VAT had been 
reclaimed.  In addition a further detailed review of Principal Officers procurement card expenditure and invoices established for the period April 
2016 to June 2018 that VAT of approximately £600 could have been claimed but had not and a further £600 could not be claimed due to a lack 
of an invoice or receipt of an invalid VAT invoice currently held in support of the expenditure.  This does not include the expenditure relating to 
the other procurement cardholders and therefore the VAT reclaim could be higher. 
 
 

No. Recommendation Risks Agreed Action 

8 (H) A review of all procurement card expenditure 
for the previous four years should be 
undertaken by the applicable GFRS 
procurement card authoriser, with support 
from Strategic Finance, to identify and submit 
details of any items of expenditure where VAT 
that has not previously been claimed and 
which are supported with an eligible VAT 
receipt to Strategic Finance to enable a claim 
to be made to HMRC. 
 

 

Non-compliance with Council policies and 
legislation resulting in the loss of 
commercial integrity, financial 
irregularities, penalties / fines from the 
regulator and reputational damage. 
 
VAT on purchases has not been correctly 
accounted for resulting in increased costs 
to the Council as a result of under 
claiming of VAT and potential penalties / 
fines from HMRC. 
 

The process for recovering VAT related to P 
Card expenditure was well documented 
under the old solution and cardholders were 
aware of their responsibilities for obtaining 
VAT receipts. However this audit found that 
some cardholders in GFRS were unaware of 
this. Therefore Strategic Finance will 
undertake a review of the previous 4 years 
GFRS p-card expenditure to determine 
whether a retrospective VAT claim could be 
established and submitted to HMRC. 
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No. Recommendation Risks Agreed Action 

Where a valid VAT receipt has not been 
obtained every effort should be made to 
recover one from the supplier where 
appropriate. 

Value for money is not achieved. VAT guidance has been reiterated in the sign 
off during card acceptance for the new 
solution.  Cardholders are aware that it is 
mandatory for them to obtain valid VAT 
receipts/invoices and upload them on to the 
Lloyds portal system for authorisers to see. 
Authorisers have the ability to reject the 
charge to their cost centre if it is not 
accompanied by a valid VAT receipt.  
 
Strategic Finance will also undertake spot 
checks on a regular basis. 

Person Responsible Due Date 

Finance Manager, 
Strategic Finance 

30th September 2019 

 


